Online Safety - Roblox:

Following our previous email about online safety, it has come to light that there are some
concerning games accessible to children on a site call Roblox. Roblox is a website, which
has a suite of games available for children to play on and message people on. We are aware
that this website is popular with primary school and younger secondary school students. It is
an ongoing craze. Students can access games, play online with friends and strangers and
they can create games as well as purchase Robux (this is the currency of the game that can
be purchased using real money).

It has been brought to our attention that some of the games on the website are of a sexual
nature, where students can select a character, have graphic sex with other characters and
chat to other users. This game is an uploaded game, which has been created by users. One
of these games is called consent. It is highly concerning that someone has uploaded a sex
simulation game for young children to play and therefore it highlights the types of users that
are on there with children. Both adults and children can play this game.

There are other games involving suicide games, such as jumping off a cliff and breaking as
many bones and tearing as many ligaments as possible, and horror shooting games.

As we have said, users can create and upload games onto this site and young children and
adults can both join.

Please can you check the below:

1) Check if your child plays on this website

2) Check the games they are playing on

3) Check their private messages to see who they have been talking to and what is being
discussed

4) Check if they have been giving any Robux to other people and if so, why?

5) Check that your bank details or apple ID details etc. are not linked to this as there
have been cases where children have spent hundreds of pounds buying in game add
ons

6) Check their account settings and check that their date of birth is correct, so that
game filters are applied

7) Check that they aren’t talking to strangers on other accounts, such as Tik Tok (which
is a popular social media account where children are posting videos)

8) Check how long they on the website for? Restrict their time as long periods of playing
is unhealthy

Please be mindful that there are games on this that are worrying. This game website exists
to make profit and therefore they want money from your child. As always, there are risks all
over the internet and it is important that you discuss these risks with your child and monitor
their usage.

Please remind them to not give away their personal information and not to talk to strangers.
If you haven’t already, set up parental restrictions on your internet and ensure you are able
to monitor what your child is doing. Spot check their devices randomly and regularly.

Many parents want to trust their children and therefore don’t monitor this regularly. You can’t
take the risk - PROTECTION has to come before TRUST. To protect your child you must
know what they are doing online. You wouldn’t let your child walk into a crowd of thousands
of unknown children and adults and leave them to talk and play unmonitored, so you must
not leave then unmonitored on the internet.



For further information on keeping your child safe on the internet, please consult the below:

https://www.nspcc.org.uk/keeping-children-safe/online-
safety/?qgclsrc=aw.ds&&gclid=EAlalQobChMI-
YvV7uHGG6AIVVUDICh1n9wOEEAAYAYAAEQI50fD BwE&gclsrc=aw.ds

You can also click the below links for further information.

During this time of home learning, if you are using other websites other than those
recommended by school, please always only use online support from a reputable
organisation/individual who can provide evidence that they are safe and can be trusted to
have access to children. Support for parents and carers to keep their children safe online
includes:

e Internet matters - for support for parents and carers to keep their children safe online
London Grid for Learning - for support for parents and carers to keep their children
safe online

Net-aware - for support for parents and careers from the NSPCC

Parent info - for support for parents and carers to keep their children safe online
Thinkuknow - for advice from the National Crime Agency to stay safe online

UK Safer Internet Centre - advice for parents and carers



https://www.nspcc.org.uk/keeping-children-safe/online-safety/?gclsrc=aw.ds&&gclid=EAIaIQobChMI-YvV7uHG6AIVVuDtCh1n9w0EEAAYAyAAEgI50fD_BwE&gclsrc=aw.ds
https://www.nspcc.org.uk/keeping-children-safe/online-safety/?gclsrc=aw.ds&&gclid=EAIaIQobChMI-YvV7uHG6AIVVuDtCh1n9w0EEAAYAyAAEgI50fD_BwE&gclsrc=aw.ds
https://www.nspcc.org.uk/keeping-children-safe/online-safety/?gclsrc=aw.ds&&gclid=EAIaIQobChMI-YvV7uHG6AIVVuDtCh1n9w0EEAAYAyAAEgI50fD_BwE&gclsrc=aw.ds
https://www.internetmatters.org/?gclid=EAIaIQobChMIktuA5LWK2wIVRYXVCh2afg2aEAAYASAAEgIJ5vD_BwE
http://www.lgfl.net/online-safety/
https://www.net-aware.org.uk/
https://parentinfo.org/
http://www.thinkuknow.co.uk/
https://www.saferinternet.org.uk/advice-centre/parents-and-carers

